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Securing Lenovo Devices

Across Industries with SureMDW
from 42Gears

SureMDM, a Gartner and IDC recognized Unified Endpoint Management (UEM) solution by 42Gears,

makes Lenovo devices business-ready with an array of advanced security and management capabilities.
Deploy, manage, and secure your devices from an easy-to-use central console.



Lenovo

Lenovo Android tablets are built and optimized to keep
businesses working more efficiently. These durable devices are
built to withstand heavy use, offering best-in-class features,
extensive customization options and robust security. Lenovo’s
broad range of powerful, Android Enterprise Recommended
certified tablets can be easily tailored for any task.

Lenovo Recommends 42Gears

42Gears is the recipient of Lenovo’s MDM Mandate for Lenovo
devices. 42Gears has been the official MDM solution vendor for
Lenovo's Tablet Business Unit division since 2018.

Win-Win Award From Lenovo

Lenovo has selected 42Gears
for its prestigious Win-Win
Cooperation Award,
reflecting the many satisfied
customers who rely on
Lenovo and 42Gears
offerings worldwide.

SureMDM’s Management Capabilities
for Lenovo Devices

Device Security Location Tracking Enterprise App Store  Device Configuration
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':C} Configuration

* App Plugins for changing the device name for
multiple devices at the same time on the central
SureMDM dashboard.

e (ollect details from custom hardware attachments
(e.g. barcode scanner) and list them in custom
columns on the central SureMDM dashboard

® Disable
- Navigation keys
- Hardware keys
- USB ports
- OTG/External SD Card

¢ Hide quick settings tiles & bottom bar on Lenovo
Android devices.

Mobile App
Management+ Mobile
Content Management

¢ Silently install apps and updates to avoid
Interruptions.

¢ Pushapps and content to devices securely and
remotely.

¢ Deploy, manage, secure, and update apps on
devices.

¢ Support for managed Google Play Store apps.
Whitelist/Blacklist applications.

¢ Wipe or delete data from non-compliant devices.

Information
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® Reports : data usage, compliance, policies deployed

e Analytics : device usage patterns
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{3} Troubleshooting

@ Security

MTD- Protection against attacks at device, appli-
cation, and network levels.

Activate policies automatically with Geo-, Time-,
and Network-Fencing.

Push rigorous password policies to devices.
Disable factory resetting, USB debugging, and

screen capture.

Restrict access to safe mode (above Android 6.0 ).

Restrict access to modifications of accounts.

Detect rooted or jailbroken devices.

Remote Control and

Remotely view and control devices.
Remotely manage mobile data.

Browse device files and folders.

Schedule device reboot.

Remotely lock, reset, or wipe devices if they
are stolen or violate configured restrictions.
Remote screen recording.

Multi-admin remote control.

End-To-End Process Management By SureMDM
Assign devices to users
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Bulk or individual device
enroliment
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Configure Lenovo
devices according to
company policies

Remotely troubleshoot
devices if necessary

o
- Automatically monitor

and secure devices

Provide 24x7 technical support to help
customers meet their goals




42Gears Support for Zero Touch Enrollment (ZTE)

42Gears supports Android Zero-Touch
Enroliment (ZTE) on Android Lenovo
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devices. Once installed on Lenovo devices,
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25 S SureMDM allows IT admins to enforce
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out-of-the-box device management.

How does this impact users?

With SureMDM?’s support for ZTE, users can start using Lenovo Android devices with pre-set enterprise settings
and applications right away.

Note: ZTE is supported on Android Enterprise recommended devices with Android Oreo (8.0) and above only.
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PURCHASE ASSIGN CONFIGURE DEPLOY
Device purchased Assign the device Configure mobile policies When device gets
from Zero-Touch carrier to a user using for the device using unboxed and switched on,
or reseller Zero-Touch platform SureMDM platform enrollment and deployment

of policies get triggered.

With Zero-Touch enrollment registered devices, admins have greater control on tasks like deploying apps silently
or creating kiosks on the devices before they are deployed

How does ZTE benefit IT admins?

With ZTE-registered devices, admins have greater
control over tasks such as deploying apps silently
or turning devices into dedicated-purpose tools
(kiosks) before they are deployed.

e Automatically configure devices in bulk

¢ Stay in control of devices at all times- even
after factory resets

e Make setup easy for employees- they can
unbox a device, sign in, and start using it

_ N

Why SureMDM?

¢ Deployment Options:
Cloud & On-premise
® Recognitions:
IDC recognized SureMDM as a leader in Ruggedized/loT devices in 2022.
¢ Reseller Support:
Multi-tier and Multi-tenant
¢ Things Management:
Painless management of Things/loT/peripheral devices
¢ Usability & Analytics:
Emphasis on ease-of-use, with a central dashboard showing every device at-a-glance
o Multi-OS Support:
Support for all major operating systems - Android, Windows, macQS, iOS, Linux, and more
e Security:
Strong security with a proprietary MTD solution
o Reporting:
Robust run-script library and custom reporting
¢ License Management:
Streamlined license management for distribution
o End-User Support:
24x7 support to resolve end-user queries




Why Snapshots of customers trusting 42Gears and

Broad range of powerful, AER (Android Enterprise Recommended) certified tablets
® Fast and powerful, thanks to high-performance processors
Sleek durable design for contemporary simplicity
* High-definition displays in a range of screen sizes offering HD, FHD and QHD options

Uncompromised battery life, with quick charge and long-lasting power

Government Pharma
® Malaysia’s Ministry of Education (MoE) ¢ Alkem Labs
Government of Jharkhand (India) Novo Medi

Real Estate Financial Services

¢ Prop Tiger ® Satin Creditcare

Automotive Education
® SML Isuzu ® Byju's
MRF Tyres FIITJEE
® Honda ¢ Knowledge Hub

(Al Dhafra Private School)

Field Services
@ DIDi




About Lenovo

Lenovo is a USS70 billion revenue global
technology powerhouse, ranked #171 in the
Fortune Global 500, employing 75,000 people
around the world, and serving millions of
customers every day in 180 markets. Focused on
a bold vision to deliver smarter technology for
all, Lenovo has built on its success as the world’s
leading PC player by expanding into new growth
areas of infrastructure, mobile, solutions and

services.

Contact Us
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North America

Hank Fields
hfields@lenovo.com
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Europe, Middle East & Africa

Lukas Gasparik
lgasparik@lenovo.com

About 42Gears

L) LICGEARS

42Gears is a leading Unified Endpoint Management
solution provider. Customers can choose between
Software as a Service (SaaS) and on-premise
solutions to secure, monitor and manage their
business endpoints. 42Gears supports almost any
endpoint, including tablets, phones, rugged devices,
desktops, wearables, and more. With over 18,000
customers in 115 countries, 42Gears solutions have a
proven track record of successinalmost any industry

and scale.
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Latin America

Carlos San Roman
cromanl@lenovo.com
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Asia Pacific

Chong Lee Chun
cchun@lenovo.com

www.42gears.com
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