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Secure and protect
your enterprise-sensitive data

With businesses riding the wave of digital transformation, mobile devices have become a norm in the
workplace. However, in addition to all the benefits that it brings to the table, like employee enablement,
improved productivity, and streamlined processes to name a few, the use of mobile devices has also
pbrought certain security concerns in its wake - data breaches being the most significant of them all. As such,
mMost enterprises have security policies in place to prevent data leaks. But one big loophole still remains -

data leak through pictures taken using mobile cameras.

To support enterprises in this regard, 42Gears has launched CamlLock - an intelligent camera blocking solution.
CamLock is designed to block a mobile device's camera based on activity, location, and time of the day.



How CamLock Works
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Step 1:

Employees or visitors install
the CamLock agent app on their
Android devices.

Step 2:

As the employee or visitor checks in,

a policy to block the camera is triggered.

As a result, CamLock automatically blocks
camera access based on the device’s activity,
location, and time of day.

Step 3:

Till employees or visitors
are inside the office, they
will not be able to use the
smartphone camera.
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Step 4.

When employees or visitors
check out of the office, that
triggers a policy to unblock
the camera.




Features of CamlLock

ia (® Data Protection:

Prevents data leakage by blocking the camera of Android devices

@ﬁ (®  Adaptation:
Block the device cameras based on device activity, location, and time of day to
adapt to business processes.

@ Undisrupted Workflow:
5 Being a lightweight solution, it doesn't interfere with the device’s workflow.

®  0SSupport:
: Supports devices based on Android 7.0 and above

* é Integration:
*;&,* @ Integration

Integrates with 3rd party solutions such as attendance management systems,
visitor management systems, etc.

Benefits of Using CamLock

Ensure only devices that adhere to
the company’s compliance and security
policies are allowed inside

Prevent potential revenue loss
due to data leak




Use Case of CamLock

Healthcare & Pharma: Banking:

-mployees and third party service “mployees and visitors cannot capture
providers cannot access patient and share confidential customer or

records and proprietary/sensitive financial data with others.
business data.

Retail:

“mployees or vendors cannot share Protect manufacturing designs and

product pricing and the company's proprietary product development
financial data with competitors. data from leaking.

Automotive:

About 42Gears

47Gears is a leader in enterprise mobility management, offering cutting-edge solutions that aim to

transtorm the digital workplace. Delivered from the cloud and on-premise, 42Gears products support

all major mobile and desktop operating systems, enabling IT and DevOps teams to improve frontline
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workforce productivity and the efficiency of software development teams. 42Gears products are used

by over 18,000 customers across various industries in more than 115 countries and are available for
purchase through a global partner network.
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